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Abstra
t. Modern te
hnology allows for the dete
tion and identi�
a-

tion of a vehi
le passing through spe
i�
 lo
ations on a road network.

The most prominent te
hnology in use leverages 
ameras 
apable of high

speed image 
apture, ba
k-end extra
tion of plate numbers, and real

time membership queries in multiple databases. Various parties have a

vested interest in making use of the kind of data produ
ed by su
h sys-

tems, in parti
ular to deter risky driving, analyze tra�
 patterns, enable

unmanned toll 
olle
tion, and aid law enfor
ement agen
ies. In this pa-

per, we pro
eed to assess the mass surveillan
e potential arising from the

type and frequen
y of data 
olle
ted in these systems. We show that even

when restri
ted to information only about the stru
ture of a road net-

work, one 
an begin to set up an e�e
tive network of tra�
 monitoring

devi
es to infer the travel destinations of individuals up to a 
on
erning

level of pre
ision. We develop a tra
ker pla
ement algorithm to 
orrobo-

rate this 
laim, and provide a quantitative evaluation of the priva
y risks

generated by the network of tra
kers determined by this algorithm.
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1 Introdu
tion

A re
urring theme in priva
y is that the development of te
hnologies that provide

new useful forms of data often inadvertently provide a

ess, even if indire
tly,

to information that is mu
h more personal than originally intended or hoped.

One su
h te
hnology is automati
 vehi
le dete
tion and identi�
ation, whi
h 
an

be used for tra�
 
ontrol and enfor
ement, monitoring a

idents, toll 
olle
tion,


riminal pursuits, and gathering intelligen
e, among others. The te
hnology is

undoubtedly powerful and is bene�
ial for lo
al administration and publi
 safety

servi
es. It has seen di�erent levels of adoption, ranging from lo
al muni
ipalities

to large s
ale nationwide deployments.

As real-time image re
ognition te
hnology evolves and be
omes 
ost-e�e
tive,

the installation of monitoring devi
es in road networks is only expe
ted to in-


rease. There is already a 
ir
ulating argument from priva
y groups that the

deployment of more and more vehi
le tra
king devi
es in disparate lo
alities


ould �nally amalgamate into a large s
ale mass surveillan
e network. While

some networks are large enough that real time tra
king is surmised to be possi-

ble (e.g. the UK's National ANPR Data Center [15℄), other road networks a
ross



mu
h of the developed world are slowly being 
onverted to smart infrastru
tures

aided with tra�
 
ameras and ba
k-end vehi
le identi�
ation systems [19℄. In

the midst of 
ontinuous deployments, it is often di�
ult to 
omprehend when

the state of tra�
 monitoring te
hnology 
rosses the thin line between publi


good and personal priva
y.

In this paper, we present the �rst known study to quantitatively assess the

mass tra
king potential of tra�
 monitoring devi
es. We explore how the number

and geographi
 lo
ations of vehi
le identi�
ation 
ameras (or tra
kers in general)

impa
t the real time tra
king of a moving vehi
le on a road network. Sin
e road-

ways are hierar
hi
ally designed, pla
ing tra
kers in spe
i�
 high usage jun
tions


an add more value from a surveillan
e standpoint than others. In addition, we

seek to obtain a quantitative 
hara
terization of the priva
y impli
ations of su
h

tra
king, primarily as related to the lo
ations visited by an individual.

We �rst develop a tra
ker pla
ement algorithm that favors nodes that are


entral to the fastest paths joining lo
ations on a road network graph. In this


ontext, there are the 
ompeting interests of pla
ing tra
kers at frequently passed

lo
ations, and preventing the 
lustering of tra
kers in a small region. Se
ond, we

propose four metri
s to evaluate the surveillan
e 
overage of a spe
i�
 set of

tra
kers, their e�e
tiveness in being able to 
ontinuously tra
k a vehi
le, and


onsequently how mu
h lo
ation un
ertainty remains about the destinations of

a travel path. An empiri
al evaluation of the pla
ement algorithm with respe
t

to these metri
s in a 100 square mile area of the Denver metropolitan area of

Colorado, USA suggests that, with as few as 100 tra
kers, one 
an a
hieve an

80% 
overage, and lo
ation un
ertainties 
lose to a mile. The lo
ation priva
y

risks are worrisome if the number of tra
kers 
rosses into the thousands � using

1000 tra
kers, 97.6% of tested paths 
ould be tra
ked, with most destination

nodes being tra
eable to within 2000 feet.

The remainder of the paper is organized as follows. We present ba
kground on

the tra
king methodology, and insights into the design of our tra
ker pla
ement

algorithm in Se
tions 2 and 3. Se
tion 4 presents the four evaluation metri
s.

We present the experimental setup in Se
tion 5, followed by empiri
al results

in Se
tion 6. Se
tion 7 dis
usses some related work in the domain. Finally, we


on
lude the paper in Se
tion 8 with a dis
ussion on potential re�nements.

2 Road Tra�
 Monitoring

A road network is modeled as a dire
ted graph G = 〈V,E〉 
onsisting of a vertex
(node) set V and an edge set E. A node is present for ea
h road interse
tion.

However, nodes are typi
ally present between two interse
tions as well when the

path 
onne
ting them is not a straight line. This helps maintain the shape of

roadways when visualized as a planar graph, and also enables a

urate 
ompu-

tation of the distan
e between two interse
tion nodes. An edge represents a road

segment between two adja
ent nodes. Nodes 
an be annotated with positioning

data, and edges 
an be annotated with length and speed limit. Fig. 1 depi
ts



Fig. 1: An example road network graph.

a road network graph plotted based on the latitude and longitude positions of


orresponding nodes.

Travel on a road network is often di
tated by shortest time and fewer turns,

instead of shortest length [8℄. As su
h, a typi
al path between two nodes shows

a hierar
hy of road types, starting at lo
al streets, joining on to higher 
apa
ity,

but fewer, 
olle
tor and arterial roadways, and �nally to a limited number of

expressways for long distan
e travel [1℄. This pattern results in 
ertain road

segments being utilized with mu
h higher frequen
y than others.

2.1 Tra�
 Monitoring

Several types of tra�
 
ameras supplement a modern road transportation in-

frastru
ture. The most 
ommon of these is a tra�
 dete
tion 
amera, deployed

at interse
tions to dete
t the presen
e of tra�
 and a

ordingly a
tivate tra�


lights. Su
h 
ameras are monitored in real time by the lo
al administration, who

also de
ides whether the footage is re
orded. The availability of 
ost-e�e
tive

high-resolution 
ameras opens the possibility of performing other re
ognition

tasks on the 
aptured images, su
h as passenger fa
e dete
tion and vehi
le iden-

ti�
ation (number plate). Another 
ategory of 
ameras that is deployed enfor
es

di�erent tra�
 regulations su
h as red lights, speed limits, restri
ted vehi
le

lanes, o

upan
y limits, and tollways. These 
ameras 
ould be supplemented

with additional hardware, su
h as a �ash light or a radio trans
eiver, depending



on the task for whi
h they are set up. Sin
e a penalty is often levied on violators,

the ability to perform vehi
le identi�
ation is rudimentary in su
h deployments.

An Automated Li
ense Plate Re
ognition (ALPR) system 
an perform su
h a

task by automati
ally extra
ting a vehi
le's plate number from a 
aptured image,


omparing it to one or more databases, and reporting or re
ording the results

[7℄. ALPR systems are known to be in use to look for stolen vehi
les, or vehi
les

registered to persons of interest, gather intelligen
e on 
riminals, and tra
k �eets

of 
ommer
ial vehi
les, among others. They exist as lo
ally managed small-s
ale

systems, and also as nationwide deployments (e.g. UK's National ANPR Data

Center). Not all ALPR 
amera lo
ations are publi
 domain knowledge due to the

nature of their intended use 
ases. ALPR systems also have the potential to a
t

as mass surveillan
e systems, although it is di�
ult to assess their e�e
tiveness

without knowing the 
amera lo
ations.

2.2 Tra
kers and Tra
ker A
tivations

A primary obje
tive of this work is to gather a preliminary assessment on the

mass surveillan
e potential of tra�
 monitoring 
ameras. We abstra
t out the

type of 
amera in use, and use the term tra
ker to mean any monitoring devi
e

that is 
apable of identifying a vehi
le during transit. Formally, a tra
ker is a

spe
ial node in the road network graph. A vehi
le passing through a tra
ker node

is then analogous to making an entry into a database with the vehi
le's iden-

tity, the tra
ker's lo
ation (or identi�er), and a timestamp. We refer to su
h an

event as a tra
ker a
tivation. Multiple a
tivations 
an originate from a tra
ker

at the same time instan
e, meaning that a tra
ker is fast enough to identify

multiple high-speed vehi
les passing through the node at the same time. We

assume that tra
kers are omni-dire
tional (works irrespe
tive of the dire
tion of

approa
h towards the node). A vehi
le traveling through a road network gener-

ates tra
ker a
tivations as it passes through tra
ker nodes, e�e
tively generating

a timestamped tra
e of its lo
ations on the road network.

2.3 Path Re
onstru
tion

Given a road networkG = 〈V,E〉, let the ordered set P = {v1, v2, ..., vl} represent
a path of length l, where vi ∈ V , for i = 1...l, and vi → vi+1 ∈ E, for i =
1...(l − 1). Here, v1 is the sour
e (start) and vl is the destination (end) node

of the path, also referred to as the boundary nodes of the path. Let T ⊆ V

designate a set of tra
ker nodes. Then, P ∩ T represents the tra
kers that are

a
tivated by path P . The ordering of elements in this interse
tion is done as

per their ordering in P . Let P̃ = P ∩ T = {vt1,vt2 , ..., vts} be the ordered set of

a
tivated tra
kers. vt1 and vts are the 
orresponding boundary nodes of this set.

An entity monitoring tra
ker a
tivations will observe a time series of tra
ker

a
tivations for ea
h vehi
le. This series 
an be split into multiple subsequen
es

by observing the time di�eren
e between two su

essive a
tivations � if the

time di�eren
e is mu
h larger than the time required to travel between the two

tra
kers, then it is reasonable to split the series at this point.



Given a set of a
tivated tra
kers P̃ obtained after splitting as above, a moni-

toring entity 
an attempt to re
onstru
t P based on standard notions of optimal

travel time. Let op(v, v′) denote the optimal path from sour
e v to destination

v′. The optimal path between two nodes is often the fastest path, unless it is

ex
eedingly longer than the shortest path. For the purpose of this study, we will

mean the fastest path in all our uses of the op fun
tion. One way to re
onstru
t

P from P̃ is to 
on
atenate the optimal paths between su

essive tra
kers in P̃ .

The re
onstru
ted path, denoted as P ′
, is given as

P ′ = op(vt1 , vt2) ∪ ... ∪ op(vts−1
, vts),

where the union operations are order-preserving. Observe that if tra
ker a
ti-

vations are generated by vehi
les following the fastest path from a sour
e to a

destination, then the re
onstru
tion is simply P ′ = op(vt1 , vts). The quality of

a re
onstru
tion is then dependent on the proximity of a vehi
le's tra
ker a
ti-

vations to the sour
e and destination nodes, whi
h in turn is dependent on the

pla
ement of tra
kers in the road network.

3 Tra
ker Pla
ement

A trivial method to ensure that a re
onstru
ted path exa
tly mat
hes the un-

derlying true path is to 
onvert every node in the network to a tra
ker. There-

after, the tra
ker a
tivations will indi
ate the exa
t path (P ′ = P̃ = P ), and

no re
onstru
tion is ne
essary. Another alternative would be to only 
onvert

the interse
tion nodes to tra
kers, and then 
al
ulate the optimal path between

two tra
kers as the path 
ontaining no intermediate interse
tions. Clearly, both

solutions are 
ost-prohibitive.

We explore the problem of pla
ing tra
kers under the situation when the

number of tra
kers, nT , is pre-de
ided. Thereafter, given a road network graph

G and a positive integer nT , determine nT nodes to be 
onverted to tra
kers su
h

that the a

ura
y of path re
onstru
tions is maximized. Spe
i�
 algorithms 
an

be tailored to maximize spe
i�
 a

ura
y metri
s; however, our approa
h in this

initial study is to develop a generi
 method free from any spe
i�
 metri
, and

then evaluate its performan
e with respe
t to di�erent metri
s. The design of

spe
i�
 algorithms targeting spe
i�
 obje
tive fun
tions is left for a future study.

3.1 Frequen
y Based Pla
ement

One generi
 approa
h to pla
e the tra
kers is to 
hoose nodes in the de
reasing

order of their frequen
y of use in paths. The approa
h is promising due to the

hierar
hi
al nature of roadways, and the 
onforman
e of driving patterns to this

hierar
hy in terms of path sele
tion [18℄. The node frequen
ies 
an be obtained

from stru
tural properties of the road network, or through a sampling of tra�


�ow using temporary devi
es su
h as pneumati
 road tubes. We 
onsider the

betweenness 
entrality measure of 
onne
ted graphs for the former [3℄. The be-

tweenness value of a node v 
aptures the in
lusion of v in the optimal paths
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Fig. 2: Introdu
ing separation between tra
kers (solid 
ir
les) 
an help improve

re
onstru
tion e�e
tiveness.

between any pair of nodes. If P(va, vb) represents all optimal paths from node

va to vb, then the betweenness value of a node v is given as

β(v) =
∑

v 6=va 6=vb

|{P |P ∈ P(va, vb) and v ∈ P}|

|P(va, vb)|
. (1)

It 
an be reasonably assumed that a road network will be a 
onne
ted graph.

Hen
e, |P(va, vb)| > 0, for all va, vb in the above formulation; otherwise, we

ignore su
h pairs of nodes in the 
omputation. Re
all that we use the fastest

path(s) as the optimal ones.

Node frequen
ies 
an also be obtained from available tra�
 
ount data. While

betweenness a

ounts for paths between all pairs of nodes, and treats all su
h

paths equally, frequen
y information derived from tra�
 
ounts 
an 
apture

travel patterns spe
i�
 to lo
alities (e.g. a lo
al store), 
entral 
ommer
ial lo
a-

tions (e.g. a business distri
t in the 
ity), and temporal variations throughout

the day. In the following dis
ussion, we will use the term node frequen
y to mean

either betweenness or tra�
 
ount depending on the 
ontext.

3.2 Minimal Separation Between Tra
kers

Given the set of nodes ordered by their frequen
ies, the �rst nT nodes 
an be


onverted to tra
kers so that tra
ker a
tivations are triggered for a large number

of paths. However, neighboring road network nodes tend to 
luster together when

sorted based on their frequen
ies. A high frequen
y node often has adjoining

frequently used road segments. Fig. 2 illustrates the issue with a toy example.

Consider the four paths originating in S and terminating in A,B,C and D.

Assume that ea
h hop (moving along an edge) takes 
onstant time. Based on

the four paths, if the two highest frequen
y nodes are 
onverted to tra
kers

(leftmost �gure), then node A would be 1 hop away from a tra
ker a
tivation,

node B would be 2 hops away, and nodes C and D will be 3 hops away. However,

the average hop 
ount 
an be redu
ed by for
ing the tra
kers to have some

minimal separation, instead of being adja
ent to ea
h other. The 
enter and

right �gures show the hop 
ounts when using a separation of 2 hops between



(a) (b)

Fig. 3: Tra
ker pla
ement using minimal separating distan
es and waves. Fre-

quen
ies are from (a) betweenness values, and (b) tra�
 
ounts highlighting

lo
al visits.

tra
kers. Motivated by this observation, we 
hoose nodes in de
reasing order of

their frequen
ies, but skip a node if a tra
ker already exists within some pre-

de�ned distan
e of the node.

3.3 Waves

Minimal separating distan
es help disperse tra
kers throughout a road network.

However, if the spe
i�ed distan
e is too large, there is a possibility that the entire

set of nodes is exhausted before nT nodes are 
hosen as tra
kers. To alleviate

this issue, we 
an restart the sele
tion pro
ess on the remaining nodes using a

smaller separating distan
e than in the previous iteration. Hen
e, our approa
h

runs the sele
tion pro
ess in waves (iterations) until nT nodes have been 
hosen.

The steps for the entire approa
h 
an be summarized as follows.

1. Let Vsorted be an ordered set of verti
es sorted in de
reasing order of their

frequen
ies, T = φ, d = (d1, d2, ..., dw = 0) be a sequen
e of de
reasing

values to be used as separating distan
es, and dist be a distan
e fun
tion

between nodes. Let wave = 1 and Vrejected = φ.

2. Remove the �rst node v ∈ Vsorted. Add v to T if for all v′ ∈ T , dist(v, v′) >
dwave; otherwise add v to Vrejeted (tail end).

3. If Vsorted = φ, in
rement wave by 1, set Vsorted = Vrejected and then

Vrejected = φ.

4. If |T | < nT , repeat from step 2.

Fig. 3 illustrates the result of pla
ing 100 tra
kers on a road network graph of the

Denver metropolitan area in Colorado, USA. In both plots, frequently used road-

ways are depi
ted using a darker shade. For Fig. 3a, the fastest paths between all



pairs of nodes have been 
onsidered. As a result, all highways and arterial road-

ways have be
ome prominently visible. For Fig. 3b, travel paths are to a nearby

lo
al business. Therefore, spe
i�
 lo
al and 
olle
tor roads have gained promi-

nen
e. The dispersion of tra
kers provided by the minimal separation method is


learly visible in both instan
es.

4 Evaluation Metri
s

We evaluate the e�e
tiveness of our approa
h by 
omputing various metri
s on

the re
onstru
ted paths 
orresponding to a set Ptest of test paths. Given a set

of tra
ker nodes T , we 
ompute the re
onstru
ted path P ′

i for ea
h test path

Pi ∈ Ptest as detailed in Se
tion 2.3.

4.1 Re
onstru
tion Coverage

An ill-pla
ed set of tra
kers will fail to overlap with most paths. As a result,

no a
tivations will be triggered, thereby leading to no re
onstru
tion. For mass

surveillan
e, the more re
onstru
tions that a set of tra
kers 
an e�e
tuate, the

better is the underlying pla
ement. Re
onstru
tion 
overage 
aptures this aspe
t

as the fra
tion of test paths for whi
h a re
onstru
tion is possible.

Coverage =
|{P |P ∈ Ptest and P ∩ T 6= φ}|

|Ptest|
. (2)

Coverage does not 
onsider the quality of a re
onstru
tion. Even a single tra
ker

a
tivation is 
onsidered a su

essful tra
king event under this metri
, although

no path re
onstru
tion is possible with a single tra
ker a
tivation.

4.2 Path Coverage

The path 
overage metri
 measures the fra
tion of the total distan
e in a path

Pi ∈ Ptest that has been a

urately 
overed by the 
orresponding re
onstru
ted

path P ′

i . If Pi = {vi1,vi2, ..., vil} and P ′

i = {v
′

i1,v
′

i2, ..., v
′

il′}, then

Path Coverage(Pi) =

∑

l
′−1

k=1
dist(v′ik, v

′
i(k+1))

∑

l−1

k=1
dist(vik, vi(k+1))

. (3)

This metri
 is appropriate when the test path Pi is also an optimal path as per

the op fun
tion used during the path re
onstru
tion. When using fastest paths,

we 
learly have P
′

i ⊆ Pi and the metri
 signi�es the fra
tion of travel distan
e

for whi
h the vehi
le's lo
ation 
an be a

urately tra
ked in real time.

4.3 Boundary A
tivation Distan
e

We often asso
iate a higher priva
y value to the lo
ations and neighborhoods

that we visit, instead of the path we take to arrive at su
h destinations. While

high frequen
y nodes operating as tra
kers 
an provide good re
onstru
tion



and path 
overage, the asso
iated priva
y risks 
an be minimal if a path's

sour
e and destination are di�
ult to infer from a re
onstru
tion. As su
h the

boundary a
tivation distan
e metri
 quanti�es the average distan
e between the

two 
orresponding boundary nodes in the real and the re
onstru
ted paths. If

Pi = {vi1,vi2, ..., vil} and P ′

i = {v
′

i1,v
′

i2, ..., v
′

il′}, then

Boundary Activation(Pi) =
1

2

(

dist(vi1, v
′
i1) + dist(vil, v

′
il′)

)

. (4)

Tra
ker a
tivations happening 
loser to the sour
e and destination nodes of a

path will result in a smaller boundary a
tivation distan
e, thereby providing

smaller areas of un
ertainties on the sour
e and destination of a path.

4.4 Tra
ker Period

The real time tra
king potential of a set of tra
kers 
an be 
hara
terized in a man-

ner similar to that in the boundary a
tivation distan
e metri
. Instead of 
on-

sidering the lo
ation un
ertainty only at the boundary nodes, the tra
ker period

metri
 
onsiders the un
ertainty along the entire path as the average distan
e

traveled between two su

essive tra
ker a
tivations. If Pi∩T = {vit1 , vit2 , ..., vits}
are the a
tivated tra
ker nodes, then

Tracker Period(Pi) =
1

s− 1

s−1
∑

k=1

oplen(vitk , vitk+1
), (5)

where oplen(va, vb) is the length (travel distan
e) of the optimal path from node

va to vb. A well dispersed set of tra
kers will generate a 
onsistent tra
ker period

for a majority of the test paths.

Average values for path 
overage, boundary a
tivation distan
e and tra
ker

period 
an be 
omputed over the test paths in Ptest. In addition, summary

statisti
s su
h as median and quartiles are useful in observing the variation in

the metri
s' values over di�erent paths.

5 Experimental Setup

We perform the empiri
al evaluation of our approa
h on a road network graph

spanning an approximately 100 square mile area of Denver, Colorado, USA (Fig.

1). The graph spans between latitudes 39.654518

oN and 39.790931

oN , and longi-

tudes 105.053195

oW and 104.867402

oW . It 
onsists of 40,253 verti
es and 83,599

dire
ted edges. Ea
h node is labeled with its latitude and longitude 
oordinates.

Ea
h edge is labeled with the geodesi
 distan
e between the two nodes, a road

segment type value, and the speed limit on the road segment. We 
ompute the

time required to travel a road segment (edge) by dividing the distan
e by the

speed limit. Distan
es between nodes (the dist fun
tion) are 
omputed using the

Vin
enty inverse formula for ellipsoid, whi
h is available as the gdist fun
tion

in the lmap R pa
kage. The implementation is done as a single threaded R ap-

pli
ation, running on a laptop with a 3.1 GHz Intel Core i7 pro
essor, 16 GB



(a) (b)

(
) (d)

Fig. 4: Sour
e and destination nodes of 10,000 test paths in four di�erent gen-

eration models � (a) lo
al (b) 
entral (
) mix (d) free. See text for model

des
riptions.

memory, and OSX 10.10.5. Graph operations, su
h as �nding fastest paths and

betweenness 
entrality values, are performed using the igraph 1.2.1 R pa
kage.

We 
onsider four probabilisti
 node sele
tion models, and generate 10,000 test

paths from ea
h. For test path generation, we divide the graph area into a 10×10
grid of 
ells, and assign a probability of sele
tion to ea
h 
ell. Nodes are 
hosen

by �rst 
hoosing a 
ell as per the assigned probabilities, and then randomly

pi
king a node within the 
hosen 
ell. In the free model, equal probabilities

are assigned to ea
h 
ell, and sour
e/destination pairs are 
hosen a

ordingly.

For the 
entral model, spe
i�
 
ells in the Denver business distri
t are assigned

a signi�
antly higher probability of sele
tion. On
e a sour
e (or destination)

node is 
hosen based on these probabilities, the other node is 
hosen similar

to as in the free model. This results in most paths being dire
ted towards, or

away from, a 
entral area in the 
ity. In the lo
al model, few 
ells 
ontaining
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Fig. 5: Coverage evaluation.

lo
ally prominent shopping stores are �rst identi�ed. A sour
e node is 
hosen as

in the free model. The destination node is then 
hosen from the 
losest lo
ally

prominent 
ell. Finally, the mix model 
ontains paths of types generated in both

the 
entral and the lo
al models. The sampled sour
e and destination nodes of

the paths in the four models are depi
ted in Fig. 4. The fastest path between

a 
hosen sour
e and destination pair is taken as the respe
tive test path. The

generated paths are usually the same as obtained from road navigation servi
es.

We implemented our approa
h to pla
e tra
kers based on both the between-

ness 
entrality measure, as well as tra�
 
ounts. In the absen
e of real tra�



ount data, we obtained the 
ounts for the latter from a set of training paths

generated in a manner similar to that of test paths. We generated separate sets

of 10,000 training paths from ea
h of the lo
al, 
entral and mix models, and 
om-

puted the node frequen
ies in ea
h 
ase from the 
orresponding training paths

set. Unless stated otherwise, the free model test paths are used to evaluate the

tra
kers pla
ed based on betweenness values, while the lo
al, 
entral and mix

model test paths are used to evaluate tra
kers pla
ed based on frequen
y 
ounts


omputed from the respe
tive training paths.

We present results for tra
ker 
ounts (nT ) of 50, 100, 300, 500, 1000, 3000,

and 5000, using a separation distan
e ve
tor of d = (1, 0.5, 0.25, 0.1, 0) mile for

all but the 
ase of nT = 50. For nT = 50, we start with a separation distan
e of

2 miles, followed by the listed values. Where appropriate, metri
s are 
omputed

only on the test paths for whi
h a re
onstru
tion is possible.

6 Results

In the following, we �rst report results on the mass surveillan
e potential of the

tra
ker pla
ement approa
h, and later dis
uss some parameter in�uen
e.



50 100 300 500 1000 3000 5000

0
.0

0
.2

0
.4

0
.6

0
.8

1
.0

Number of trackers

P
a

th
 c

o
ve

ra
g

e

mean

(a) Central model

50 100 300 500 1000 3000 5000

0
.0

0
.2

0
.4

0
.6

0
.8

1
.0

Number of trackers

P
a

th
 c

o
ve

ra
g

e

(b) Lo
al model

50 100 300 500 1000 3000 5000

0
.0

0
.2

0
.4

0
.6

0
.8

1
.0

Number of trackers

P
a

th
 c

o
ve

ra
g

e

(
) Mix model

50 100 300 500 1000 3000 5000

0
.0

0
.2

0
.4

0
.6

0
.8

1
.0

Number of trackers

P
a

th
 c

o
ve

ra
g

e

(d) Free model

Fig. 6: Path 
overage evaluation.

6.1 Mass Tra
king

Re
onstru
tion 
overage. Fig. 5 shows the re
onstru
tion 
overage of the

pla
ement algorithm in the four models. Ex
ept in the lo
al model, some form

of re
onstru
tion be
omes possible for 80% or more of the test paths with 300 or

more tra
kers. The 
overage is also reasonably good in the mix and free models

for as few as 100 tra
kers. The lo
al model requires more tra
kers to a
hieve


overage similar to the 
entral or mix models. This is expe
ted sin
e tra�
 is

more likely to be restri
ted to lo
alities, and hen
e tra
kers have mostly lo
al

utility. A tra
ker has better overall utility when it 
an be on the path of lo
al

as well as 
entrally dire
ted tra�
, as in the 
entral and mix models.

Path 
overage. The path 
overage statisti
s on the fra
tion of 
overed test

paths (re
onstru
tion possible) for ea
h model are depi
ted in Fig. 6. We report

summary statisti
s using a boxplot, whi
h shows the minimum, �rst quartile,
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Fig. 7: Boundary a
tivation distan
e evaluation.

median, third quartile, and maximum values. In general, the results for the lo
al

model lie somewhere between that of the 
entral and mix models, with the free

model statisti
s being similar or better than those in the mix model. An average

path 
overage of 60-70% is a
hieved with 300 tra
kers, with 75% of the test

paths being re
onstru
ted with at least a 50% path 
overage (the lo
al model is

slightly lower). While the minimum and maximum values �u
tuate, the quartile

boundaries show a general in
reasing trend with in
reasing number of tra
kers.

Boundary a
tivation distan
e. From the standpoint of sour
e and des-

tination priva
y, the boundary a
tivation distan
e is a 
riti
al measure. Path

sour
e and destination is within an average of less than a mile from the 
losest

tra
ker a
tivations when using 300 tra
kers. The un
ertainty redu
es to half a

mile or less with 500 tra
kers. The interquartile range in most 
ases is itself half

a mile or less, indi
ating that the metri
's value even with the observed varia-
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Fig. 8: Tra
ker period evaluation.

tions is 
on
ernedly low. It 
an be seen that the metri
 has mu
h lower values in

the lo
al model 
ompared to the other models. This is be
ause tra
kers in this

model lo
ally serve a smaller targeted region, and the sour
e nodes are often in

the 
lose vi
inity.

Tra
ker period. The un
ertainty in 
ontinuous tra
king is depi
ted in terms

of the tra
ker period metri
 in Fig. 8. Although the values are slightly larger than

the boundary a
tivation distan
es, the trends are similar in nature. E�e
tively,

tra
ker a
tivations happen every mile or less (on an average) with 300 or more

tra
kers. The quartile values are indi
ative of a good dispersion of tra
kers a
ross

the entire area.

In summary, the evaluation indi
ates that tra
kers pla
ed based on node

frequen
ies have a signi�
ant mass tra
king potential with as few as 100 or 300

tra
kers. A vehi
le 
an also be lo
alized to a small region at all times, whi
h 
an
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Fig. 9: Path length versus boundary a
tivation distan
e when using 300 tra
kers.

have adverse impli
ations in terms of lo
ation priva
y. The potential is ampli�ed

almost to the extent of targeted tra
king when deploying more than 1000 tra
kers

is no longer 
ost-prohibitive. Comparatively, using the betweenness 
entrality

measure (as in the free model evaluation) provides similar e�e
tiveness as when

using tra�
 
ounts. The advantage is that betweenness is a stru
tural property

of the graph, and does not require sample data of tra�
 
ounts. Hen
e, this

approa
h is more generi
 and attra
tive. Of 
ourse, to be robust, the betweenness

approa
h should perform reasonably well even when test paths follow spe
i�


distributions, as in the 
entral, mix, or lo
al models (Se
tion 6.3).

6.2 Impa
t of Path Length

The test paths used in the evaluations range from 0-10 miles in the lo
al model,

and 0-20 miles in the other three models. It is imperative to ask if the boundary

a
tivation distan
e statisti
s have been skewed due to signi�
antly di�ering per-

forman
e in long and short paths. Fig. 9 depi
ts the mean boundary a
tivation

distan
e in subsets of test paths grouped by path length. While we observe a

tenden
y for the boundary a
tivation distan
e to slowly grow with longer paths,

the absolute values themselves are within half a mile of the 
olle
tive mean. We

do not 
onsider this variation to be signi�
ant enough that it 
an alleviate any

pertinent priva
y 
on
erns when traveling longer distan
es.

6.3 Impa
t of path distributions

Table 1 shows the 
overage and boundary a
tivation distan
e means/varian
es

resulting from evaluations using the set of test paths from ea
h of the four

models when 300 tra
kers are pla
ed based solely on the betweenness 
entrality



Table 1: Performan
e of the betweenness approa
h with 300 tra
kers on di�erent

model spe
i�
 test paths.

Boundary a
tivation distan
e Coverage

mean (miles) varian
e

free 0.69 0.21 0.92


entral 0.72 0.22 0.91

lo
al 0.50 0.08 0.55

mix 0.64 0.18 0.72
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Fig. 10: Impa
t of 
onsidering a redu
ed set of nodes for tra
ker pla
ement.

measures. We have already observed that the approa
h provides more than 90%


overage and less than a mile of boundary a
tivation distan
e on test paths

generated uniformly at random (free model). The results here indi
ate that the

betweenness approa
h performs at par with an approa
h exe
uted with model

spe
i�
 tra�
 
ounts data. Comparing the results in Table 1 and those in Figs.

5 and 7 (300 tra
kers), we 
an see that the metri
 values are almost identi
al,

ex
ept for a lower 
overage in 
ase of the lo
al model's test paths.

6.4 Candidate Nodes for Tra
ker Pla
ement

The betweenness 
entrality values (and frequen
y of node usage in general) of a

road network follow a heavy tailed distribution. For example, in the Denver area

graph we use here, 75% of the sum of the betweenness values 
omes from that of

only 12.5% of the most frequently used nodes in the network. Sin
e our approa
h

enfor
es minimal separation between tra
kers, it is possible that, within a wave,

nodes that are insigni�
ant in terms of their 
entrality in fastest paths gets 
ho-

sen as tra
kers. It therefore begs the question of whether tra
king performan
e
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Fig. 11: A tra
king avoidan
e example.

Table 2: Impa
t of avoiding tra
kers on travel time and 
onne
tivity.

(a) Mean per
entage in
rease in travel time

Number of tra
kers

50 100 300 500 1000 3000 5000

free 12.9 20.5 32.8 47.7 60.3 100.1 108.9


entral 11.6 19.4 30.7 45.6 53.8 103.9 50.2

lo
al 17.2 26.3 39.0 62.2 99.7 200.4 61.9

mix 12.1 19.3 32.9 50.3 62.4 97.2 45.9

(b) Per
entage of test paths with no

avoidan
e path

Number of tra
kers

50 100 300 500 1000 3000 5000

free 2.4 4.5 9.1 18.8 28.0 94.4 99.7


entral 2.0 3.8 7.5 15.9 26.9 96.1 99.8

lo
al 3.3 4.1 12.7 16.4 30.0 85.9 99.1

mix 1.4 3.4 10.0 17.9 27.1 91.1 98.9


an be improved by restri
ting the 
hoi
e of tra
kers to few most frequently used

nodes only. Fig. 10 depi
ts the 
overage and mean boundary a
tivation distan
e

on the free model test paths when tra
kers are 
hosen from the top 1%, 5%,

10%, 25%, 50%, 75% and 100% nodes sorted by their betweenness values. Sin
e

the total number of nodes is 40,253, results are unavailable when restri
ting to

the top 1% of nodes while requiring 500 or 1000 tra
kers. We observe minor, but

insigni�
ant, improvements when restri
ting to the top 10-25% of the nodes.

Clearly, restri
ting to too few nodes will nullify the advantages of the minimal

separation approa
h owing to the iterative redu
tion of the separation distan
e.

6.5 Tra
king Avoidan
e

As the �nal experiment, we explored how the travel time will be a�e
ted if tra
ker

lo
ations are known, and an attempt is made to travel along the fastest path that

avoids the tra
ker nodes. As shown in Fig. 11, an avoidan
e path 
ould simply



in
lude rerouting in the vi
inity of the tra
ker nodes, or separate (potentially

slower) subpaths altogether. Depending on the sour
e and destination of a path,

it is also possible that an avoidan
e path is impossible sin
e a node 
riti
al to the


onne
tivity between the boundary nodes has been marked as a tra
ker. Table

2 shows the average per
entage in
rease in travel time of the various test paths

in the four models (tra
kers pla
ed by the default approa
hes). We observe an

average of ≈30% in
rease in travel time with 300 tra
kers in pla
e. In addition,

≈10% of the test paths have no avoidan
e paths. The travel time may not be

too bad, but the path itself 
an be in
onvenient on a regular basis! The values

be
ome signi�
antly worse for 1000 or more tra
kers.

7 Related Work

The issue of priva
y in automated tra�
 enfor
ements has re
eived signi�
ant

attention from a
ademi
ians and 
ivil liberty groups alike. Blumberg et al. high-

lighted that automated vehi
le identi�
ation systems should be designed to 
ater

no more information than what is ne
essary to enfor
e tra�
 laws [2℄. To su
h

an end, they proposed a 
amera-free proto
ol for tra�
 monitoring where the

identity of a vehi
le 
an be learned only if it violated a tra�
 law. The Aus-

tralian Priva
y Foundation argued that automated vehi
le identi�
ation 
an be

ina

urate, and thereby result in unreasonable, embarrassing, or even dangerous,


on
lusions for law-abiding 
itizens [4℄. The e�e
t of su
h so
ial impli
ations 
an

be mu
h greater than the possible deterren
e that the te
hnology 
an have on


riminals. Besides, the ability to link vehi
le sightings to travel patterns 
an ex-

pose individuals to mali
ious uses su
h as theft and dis
rimination, in addition to


reating the avenue for personal habits to be s
rutinized in a legal pro
eeding [5℄.

The absen
e of national standards and poli
ies for transportation data storage

and a

ess 
an make it a 
hallenging task to assure priva
y and a

ountability

to the traveling publi
. A key 
hallenge that has been identi�ed in this 
ontext

is to su

in
tly de�ne terms su
h as �
asual observation� and �targeted surveil-

lan
e� [9℄. Irrespe
tive of the numerous priva
y preservation proposals o�ered,

adoption has been minimal, and the threat 
ontinues to grow [6,17℄.

The usage of 
entrality measures to 
apture tra�
 �ows has been explored

earlier in the 
ontext of urban transportation planning. Kazerani and Winter

argued that human agents demonstrate travel behavior that 
annot be 
aptured

with topologi
al 
hara
teristi
s of a road network alone. As su
h, 
entrality mea-

sures based on traditional notions of shortest path are insu�
ient [12,13℄. Fur-

ther, sour
es and destinations of travel are not uniformly distributed, and 
hange

over time, whi
h 
ontradi
ts the premise behind measures su
h as betweenness.

We partially observed the impa
t of these dynami
s in our study; albeit, the ad-

vantages of pursuing non-generi
 measures was minimal in mass tra
king, at least

when working with �xed tra
kers only. In fa
t, in a large s
ale study involving

360,000 San Fran
is
o Bay area users and 680,000 Boston area users spanning

a three week period, nodes with the top 25% of betweenness and degree values

were reported to be of topologi
al importan
e from a driving standpoint [18℄.



Park and Yilmaz observed that node 
entrality in downtown versus residential

lo
ations 
an be quite di�erent owing to the presen
e of alternative pathways

in the grid-like design of the former [16℄. Gao et al. also reported a similar 
on-


lusion when attempting to understand urban tra�
-�ow 
hara
teristi
s [10℄.

As a 
onsequen
e in this work, attempts to monitor tra�
 inside a 
ore urban

area will require the pla
ement of more tra
kers. Combining multiple 
entrality

measures to understand tra�
 �ow 
an also be useful [11℄.

The 
losest work with respe
t to determining ideal tra
ker lo
ations on a

road network is in a re
ent study by Ma et al. [14℄. Their approa
h operates on

a grid of blo
ks overlaid on the road network, and identi�es prominent blo
ks

based on fa
tors su
h as number of unique vehi
les 
rossing a blo
k, amount of

vehi
le tra�
, time when a vehi
le is out of surveillan
e, and average 
amera-hit

intervals. The pla
ement strategy is tied to a set of already available GPS tra
es

� a dependen
y that we sought to avoid in this study.

8 Con
lusion and Future Work

Through this work, we have demonstrated that existing tra�
 monitoring 
apa-

bilities hold the potential to support a high-pre
ision mass surveillan
e network

without the need for an ex
essive level of investment. Our node tra
ker pla
e-

ment algorithm 
an determine 
riti
al lo
ations on a road network that are

often parts of high tra�
 routes, and also disperse tra
kers over a region to en-

able a large 
overage. Results suggest that more dis
losure is needed in how and

where tra�
 monitoring lo
ations are 
hosen in an evolving infrastru
ture so as

to ensure that evaluations of the nature performed here 
an be 
arried out to

quantitatively assess potential priva
y risks.

In this work, we approa
hed tra
ker pla
ement as a stati
 problem. How-

ever, tra�
 patterns 
hange at di�erent times of the day, 
reating a varying

distribution of node usage frequen
ies. Although we have demonstrated that the

betweenness approa
h adapts well to spe
i�
 distributions, it remains to be eval-

uated if tra
king 
apabilities are enhan
ed when mobile tra
kers 
an be deployed.

Mobile tra
kers 
an 
hange lo
ations depending on 
hanging tra�
 patterns and

have the potential to address low 
overage areas dynami
ally. What mix of �xed

and mobile tra
kers 
an provide an attra
tive solution is an interesting dire
tion

to explore.

Tra�
 
ameras are 
urrently deployed mostly in a

ident prone and high


rime areas. Our pla
ement algorithm targets good surveillan
e possibility. With

a

ess to a database of 
ameras with their deployed lo
ations, we 
an assess

where the 
urrent mass tra
king 
apabilities stand in a region of interest. Su
h a

study 
an hopefully provide a mu
h needed quantitative dimension to the debate

on servi
e versus priva
y in the transportation infrastru
ture.
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