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Power consumption anomaly detection systems that use neural networks for prediction tasks are vulnerable to
adversarial attacks, leading to unreliable performance and potential adverse effects on the power grid. Certain
attack configurations can evade detection or trigger false alarms due to the neural networks’ generalization
tendencies, causing adaptation to attack values. This study investigates the effectiveness of adversarial training
methods in improving detection performance against such attacks on power consumption data. Leveraging
techniques like the Fast Gradient Sign Method (FGSM), Basic Iterative Method (BIM), and Projected Gradient
Descent (PGD), we assess the resilience of anomaly detection models. Through empirical experiments, we
evaluate detection accuracy, adjustment capabilities, and prediction errors of these adversarially trained models
across three datasets. Our results show significant improvements in detection performance, particularly in
attack scenarios that normal prediction models would not detect. Additionally, we analyze the models’
adaptability to anomalous data and quantify prediction errors, providing insights into their robustness and
limitations. Integrating adversarial training techniques into anomaly detection models for power grids can
reduce over-generalization to attack data, enhancing the detection of malicious demand manipulation attacks.

CCS Concepts: « Computing methodologies — Neural networks; « Security and privacy — Intrusion
detection systems.
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1 Introduction

In the era of smart grids and digitized power systems, timely detection of anomalous power con-
sumption patterns is crucial for grid security, reliability, and efficiency. Anomalies can indicate
events from equipment malfunctions to cyber attacks aimed at disrupting grid operations [26].
Traditional anomaly detection methods, based on statistical techniques or rule-based systems,
often struggle with the dynamic nature of modern power grids. Machine learning techniques
have emerged as promising tools for power consumption anomaly detection, leveraging historical
patterns to identify deviations and enable proactive maintenance. However, these models are
designed to generalize to unseen inputs—a behavior that, while usually beneficial, can be prob-
lematic. Without adversarial training, these prediction models often fail to detect certain obvious
anomalies, such as a sudden 50 kW surge in power usage, and exhibit increased false alarm rates
due to over-predicting consumption after such surges. This issue arises from the neural network’s
tendency to generalize to high-wattage inputs, referred to as over-generalization in this work, lead-
ing to unrealistic predictions exceeding 100 kW. This over-generalization compromises detection
performance during attacks of varying intensities and becomes a vulnerability that adversaries can
exploit to inject manipulated inputs that evade detection.

In this paper, we investigate the use of adversarial training to address the over-generalization
behavior of prediction models in power consumption anomaly detection. We focus on adapting and
integrating three adversarial attack generation methods—Fast Gradient Sign Method (FGSM) [15],
Basic Iterative Method (BIM) [22], and Projected Gradient Descent (PGD) [27]—into the prediction
model training process to enhance the model’s ability to identify and mitigate anomalies in power
consumption data. We employ three state-of-the-art neural network prediction models of increasing
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complexity—Multi-Layer Perceptron (MLP), Long Short Term Memory (LSTM), and Convolutional
Neural Network LSTM (CNN-LSTM)—to evaluate the impact of adversarial training on prediction
responses. By customizing adversarial training, we aim to constrain the models’ tendency to
over-generalize to high-wattage inputs and improve detection performance under diverse attack
scenarios. We summarize the contributions of this work as follows:

e We introduce a way to control the prediction model’s generalization to new data in adver-
sarial training methods. This significantly improves detection performance under various
attack scenarios, enhancing the performance of a simple model like MLP by 70%, making it
comparable to CNN-LSTM.

e We evaluate the performance of various adversarial training techniques with increasing
complexity and find that while some prediction models benefit from improved performance,
others may experience further deterioration.

e We observe that despite adversarial training, certain attack scenarios may still go undetected,
indicating opportunities for stealthy attacks even with an adversarially robust model.

The subsequent sections of the paper are structured as follows: Sections 2, 3, 4 and 5 provides a
comprehensive background on demand manipulation attacks, the utilization of anomaly detection
models for their identification, related research, and the driving motivations behind our study.
Section 6 elaborates on the methodology, describing the construction of attack profiles, and the
changes we introduce in the traditional adversarial training process. In Section 7, we analyze
the outcomes of adversarially trained models, offering valuable insights into their predictive
responses. We highlight the key findings in Section 8 and present a discussion in Section 9, where
we analyze performance trends across multiple datasets using additional metrics, evaluate ramp-
based attacks, and explore the broader implications and limitations of this work. Lastly, Section 10
draws conclusions from our study and evaluates the efficacy of adversarially robust models for
anomaly detection.

2 Threat Model

Demand manipulation attacks (MAD attacks) occur when an adversary manipulates the power
grid’s demand using consumer devices, typically in residential settings. These devices can be
controlled directly by the attacker or by the consumer, often involving a botnet of devices to
manipulate power demand rapidly [10]. Attackers can access high-wattage IoT devices in the same
area and switch them on and off simultaneously, causing disruptive demand surges [37]. They can
also send false messages to influence consumer behavior, like fake maintenance alerts during peak
periods [32]. These attacks can cause frequency instability, line failures, and increased operating
costs as ISOs are forced to purchase additional reserve power. We assume that an adversary has
unauthorized access to IoT devices such as smart thermostats, water heaters, and electric vehicles,
exploiting their vulnerabilities to simultaneously increase power usage. Historical attacks like
the Mirai botnet, which compromised about 600,000 devices using weak passwords, illustrate
this risk [3]. Controlling 600,000 smart thermostats, each with two 1 kW air conditioners, allows
manipulation of up to 35 GW of power. Including other devices like electric water heaters (4.5 kW)
and electric vehicles (7 kW), the controlled power could easily exceed 35 GW. Such coordinated
surges could destabilize the grid, causing major operational, financial, and infrastructural impacts.

We assume a black-box threat model, where the attacker has no knowledge of the detection
model’s architecture, parameters, or internal behavior. Instead, the attacker crafts demand ma-
nipulation attacks by directly injecting high-wattage surges into the system through coordinated
control of IoT devices. These injections, implemented as shift-based or ramp-based anomalies, are
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Fig. 1. Prediction-based anomaly detection process

generated without access to model gradients or training data and represent realistic attack patterns
that exploit the model’s generalization behavior indirectly.

3 Anomaly Detection Model

Anomaly detection in power consumption refers to identifying unusual patterns that deviate
from expected energy usage behavior, which is particularly useful in detecting MAD attacks.
It also enables timely interventions to enhance energy efficiency and reduce operational costs.
Advanced methodologies, leveraging machine learning and deep learning, have been developed to
automate and improve the accuracy of anomaly detection. This paper focuses on prediction-based
anomaly detection systems for household power consumption data adopted from [46]. As depicted
in Figure 1, the process involves three main stages: prediction, scoring, and thresholding. Historical
power consumption values from the last 60 minutes (x; g0, X;—59, -..X¢—2, X;—1) are input into a neural
network prediction model, which forecasts future consumption (y;). The predicted (y;) and observed
values (y;) at time ¢ are then compared, and an anomaly score (s;) is computed to quantify the
difference. This score (s;) is evaluated against a predetermined threshold (¢h) to determine if a time
instance is anomalous or not. Each of these components is described in detail in the following
subsections.

3.1 Power Consumption Datasets

We use three datasets in this work, each offering different temporal resolutions and contextual
settings to evaluate the robustness and generalizability of our approach. The first dataset, sourced
from the UCI Machine Learning Repository [16], contains minute-level readings of household
power consumption between 2007 and 2009. We focus on three attributes: date, time, and global
active power. This dataset is primarily used for training, with data from 2007-2008 used for training
and validation, and 2009 reserved for testing. Each input to the model comprises the previous
60 minutes of power consumption, forming a structured temporal sequence suitable for learning
general consumption patterns. The second dataset [1] consists of one-minute interval power
consumption data from a household in northeast Mexico, spanning the full year of 2023. Although
it includes detailed weather information, we use only the active power readings (in kilowatts) for
testing to assess performance across seasonal variations. The third dataset, obtained from the iFlex
dynamic pricing experiment [17], features hourly electricity consumption data from Norwegian
households exposed to time-varying electricity prices. We select a single household (participant_id
= Exp_1) from Phase 1 of the study, covering the period from January 6 to March 20, 2020. Each
test input uses the previous 60 hourly values to maintain consistency with the training setup. To
handle missing values across all datasets, we apply linear interpolation, a method well-suited for
time series data and consistent with our model’s reliance on temporal continuity.



Table 1. Model architecture for MLP, LSTM and CNN-LSTM

Parameter MLP | LSTM CNN-LSTM
Convolution layer | n/a n/a (64, 2), (64, 2)
LSTM layer n/a | 32,32, 64 128
Dense layer 100 n/a 32, 64
Dropout n/a | 0.07,0.03 n/a
Number of epochs | 30 20 30
Batch size 2048 2048 4096

3.2 Prediction Model Training

We selected three neural network models for time series prediction in an anomaly detection system,
each increasing in complexity. First is the Multi-layer Perceptron (MLP) utilized by Chou et al.,
which belongs to the category of feedforward neural networks characterized by multiple layers with
interconnected neurons [9]. The second model is the Long Short-Term Memory (LSTM) network,
a type of recurrent neural network widely applied in time series prediction tasks. We employed
a deep learning LSTM network proposed by Chahla et al. for power consumption prediction [8].
Lastly, we utilized a hybrid approach combining Convolutional Neural Network (CNN) and LSTM,
known as CNN-LSTM, which has demonstrated improved performance compared to LSTM alone
in power consumption prediction tasks [21].

For each model, we adopt the number of layers reported in prior literature and tune the remaining
hyperparameters by varying baseline values—sourced from related studies—by powers of two. The
hyperparameter search covers: number of nodes per layer (8-128), dropout rate (0 to 1), batch size
(512-4096), and number of epochs (10-100 in steps of 10). Mean squared error on the validation set
guides the selection, with the model yielding the lowest validation error chosen for further use.

Final architecture details including layer configurations, dropout rates, and training parame-
ters—are summarized in Table 1. Layer order matches the model sequence, and CNN-LSTM includes
two convolutional layers with specified filters and kernel sizes. All models take 60 input features
(previous 60 minutes of consumption) and predict a single output value. We use mean squared
error as the loss function, Adam as the optimizer, and TensorFlow as the backend.

These initial architectures are trained on clean power consumption data without attacks. Once
baseline models are established, attack data is introduced for anomaly detection evaluation. These
models are then improved using our customized adversarial training process, detailed in Section 6.2.

3.3 Anomaly Score

An anomaly score gives the extent to which the data point should be considered as an anomaly. We
use the score (s;) as adopted by Wang et al. [46] and is computed as shown in Equation 1, where
predicted; and observed; are the prediction and observed values at time ¢ and T represents all times
until ¢, ie. {1,2,3,..,t —2,t — 1} € T.

_ |predicted; — observed;| (1)
St = avgier (|predicted; — observed;|)’

3.4 Thresholding Mechanism

The threshold represents a value applied to an anomaly score, above which a data point is identified
as an anomaly. To determine the most suitable threshold for our data, we employ a percentile-based
approach, generating ten thresholds that vary according to percentile values. This method allows us



to explore thresholds that best align with the characteristics of our dataset. The chosen percentiles
include 60%, 70%, 80%, 90%, 95%, 98%, 99%, 99.5%, 99.9%, and 99.999%, ranging from the strictest
threshold to the most lenient. These percentiles are calculated based on the anomaly scores derived
from the validation data. After evaluating the performance of different thresholds in terms of
detection and false alarm rates, we select the 80th percentile threshold for MLP and CNN-LSTM
(0.92 for both models), and the 70th percentile threshold for LSTM (0.74).

4 Related Work

The integration of machine learning in cyber-physical systems (CPS) and power grids has signif-
icantly advanced anomaly detection and forecasting capabilities, but it has also introduced new
challenges, particularly regarding adversarial robustness. This section explores three key areas of
related work: the application of machine learning techniques in anomaly detection within power
grids, the vulnerabilities of these techniques to adversarial attacks, and the development of robust
time-series models to mitigate such threats. Additionally, we provide a comparison with existing
literature to position this work within the broader context of adversarial robustness research in
CPS.

4.1 Anomaly Detection in Power Grids

Machine learning plays a crucial role in enhancing anomaly detection in power grids by employing
a variety of techniques, including supervised, semi-supervised, and unsupervised methods, tailored
to address the unique operational and security challenges faced by these critical infrastructures.
These approaches are widely applied across different processes of the grid, such as monitoring
voltage stability in transmission lines, identifying abnormal load patterns in distribution networks,
and ensuring the integrity of smart meters against cyber attacks. Deep learning models like Long
Short-Term Memory networks (LSTMs) and convolutional neural networks (CNNs) are particularly
effective in handling time-series data, enabling the detection of anomalies such as false data injection
attacks and demand manipulation with high precision [26]. Moreover, hybrid methods combining
techniques like regression and neural networks enhance the granularity of anomaly detection by
adapting to complex and non-linear behaviors in grid operations [9].

These machine learning models are not only pivotal in identifying anomalies but also in facilitat-
ing predictive maintenance, allowing utilities to anticipate and rectify potential failures before they
escalate into severe outages. In communication networks, machine learning aids in identifying
denial-of-service attacks, ensuring the stability of real-time grid control systems like SCADA and
WAMS [44]. At a centralized level, anomaly detection integrates data from physical components
and network layers, enabling the detection of coordinated and multifaceted attacks, which are
increasingly prevalent in modern smart grids [26]. The importance of machine learning in power
grids cannot be overstated as it ensures the resilience of the grid against both internal operational
disruptions and external cyber-physical threats [47]. With increasing complexity and the prolifera-
tion of IoT devices, machine learning offers robust, adaptive, and scalable solutions to safeguard
the reliability, efficiency, and security of power grids in an evolving threat landscape.

4.2 Vulnerabilities of Machine Learning in Cyber-physical Systems

While machine learning has significantly enhanced the detection of anomalies in cyber-physical
systems (CPS), it also introduces new vulnerabilities. These arise from the susceptibility of ML
models to adversarial attacks [18, 45], which can compromise their effectiveness in ensuring the
security and reliability of CPS. Adversarial attacks exploit neural networks by introducing subtle,
carefully crafted perturbations to input data, which remain undetectable to human observers or
automated systems [23]. These perturbations manipulate the network’s decision-making process,



resulting in incorrect or misleading outputs while maintaining the appearance of normality. This
creates significant security risks, as adversarial examples can disrupt critical CPS operations or
evade detection mechanisms [31]. To address this challenge, researchers emphasize the importance
of retraining ML models with adversarial samples [35], highlighting the need for adaptive defense
strategies to safeguard CPS against evolving cyber risks. Rashid et al. investigated the use of
adversarial training methods to enhance the resilience of deep learning models deployed for
cyberattack detection in IoT-driven smart cities, demonstrating improved detection accuracy and
reduced vulnerabilities [11, 33]. Additionally, Mode and Hoque explored the susceptibility of
Prognostics and Health Management (PHM) systems to adversarial attacks, revealing vulnerabilities
in models based on LSTM, GRU, and CNN architectures [28]. A case study on Decentral Smart Grid
Control (DSGC) systems demonstrated how adversarial examples, such as label-flipping attacks,
can significantly degrade the accuracy of deep learning models classifying stable and unstable grid
states, highlighting the profound impact of adversarial ML on energy CPS operations [30]. Similarly,
studies have demonstrated the susceptibility of machine learning models in CPS to adversarial
examples, including complex time-series anomaly detection and decision-making tasks, where such
attacks exploit system vulnerabilities to disrupt operations, underscoring the urgency of robust
adversarial defense mechanisms in these critical applications [24, 41, 50].

The challenge in measuring detection performance for power grid applications is the lack of
anomalous data to train detection systems [6, 26]. Modern machine learning and deep learning
approaches can generalize better with new data, but this adjustment may lead to the inability to
detect attack instances, categorizing them as the new norm. Previous studies have shown that
deep learning models may generalize too well, resulting in failure to identify anomalies [7, 14, 34].
Additionally, there is a lack of evaluation of a model’s tolerance to adversarial inputs, leading to
false negatives or undetected anomalies, and their impact on the target system. This gap allows
certain undetected demand manipulation attacks to remain feasible in power consumption systems
that utilize state-of-the-art neural networks as forecasting models, highlighting the importance of
further research into adversarial robustness and its implications [25].

4.3 Adversarial Robustness of Time Series Models

Adversarially robust models for time-series prediction in the domain of power consumption data
have become a focal point of recent research due to their critical role in anomaly detection sys-
tems. These forecasting models, including neural networks, have undergone rigorous adversarial
training to enhance their resilience against attacks. Adversarial training incorporates adversarially
perturbed data during the training process, improving the model’s ability to withstand malicious
inputs designed to induce errors in prediction output. Techniques such as the Fast Gradient Sign
Method (FGSM)[15], Basic Iterative Method (BIM)[22], Projected Gradient Descent (PGD)[27],
and DeepFool[29] exploit the model’s gradient information to generate adversarial examples with
minimal but effective input perturbations, challenging the model’s accuracy without noticeable
changes to human analysts.

Studies have consistently highlighted the vulnerability of time-series anomaly detection mod-
els to adversarial perturbations [4, 25, 49], demonstrating that even minimal perturbations can
significantly impact state-of-the-art models. For instance, adversarial transformation networks
and perturbation-based methods have shown how subtle yet targeted modifications can degrade
the performance of classification and prediction models across various architectures [20, 48]. Fur-
thermore, data-specific considerations, such as feature selection, dimensionality reduction, and
statistical constraints, have been found to inadvertently increase model susceptibility to adver-
sarial examples, emphasizing the need for robust data handling [2, 5]. Efforts to address these
challenges through frameworks like TSA-STAT and the benchmarking of defense mechanisms,



such as regularization-based approaches, have underscored the potential of adversarial training
to enhance resilience against both white-box and black-box attacks [5, 36]. This growing body of
work underscores the critical importance of integrating adversarial robustness into the design of
anomaly detection systems for power consumption, ensuring power grid reliability and security in
the face of evolving adversarial threats.

4.4 Comparison with Existing Literature

While several studies have explored adversarial training for anomaly detection in cyber-physical
systems, only a few have directly targeted power grid data, particularly in the context of demand
manipulation attacks (MAD attacks). Among these, most approaches focus on perturbing the entire
input sequence or rely on standard adversarial objectives without accounting for the model’s
tendency to over-generalize. In contrast, our work introduces a novel adversarial training strategy
that specifically addresses the issue of over-generalization—where models adapt too readily to
anomalous inputs, thereby increasing false negatives. We propose a targeted perturbation method
that modifies only the last observed consumption value, aligning with real-world energy usage
anomalies caused by abrupt IoT device activation. Additionally, our approach is evaluated across
multiple neural architectures (MLP, LSTM, CNN-LSTM) and integrates multiple adversarial training
methods (FGSM, BIM, PGD), demonstrating its robustness and adaptability. Table 2 provides a
detailed comparison between our work and existing studies across several criteria, including model
architecture, attack methods, and evaluation metrics.
To summarize, this work differs from existing literature in the following key ways:

(1) Focus on MAD attacks in household-level power consumption data, a threat model underex-
plored in adversarial training research.

(2) Emphasis on controlling model generalization to prevent adaptation to adversarial patterns,
thereby improving anomaly detection and reducing false negatives.

(3) Introduction of a localized perturbation strategy that realistically mimics IoT-driven con-
sumption anomalies.

(4) Use of realistic, domain-informed perturbation magnitudes (4-13 kW), instead of fixed epsilon
values.

(5) Broad evaluation across multiple models, attack methods and power consumption datasets,
highlighting the efficiency of the proposed approach.

5 Motivation

Before delving into adversarial training methods, we first evaluated the baseline performance
of anomaly detection using three forecasting models: MLP, LSTM, and CNN-LSTM, all trained
on unperturbed, original data. The average detection rate for MLP and LSTM was 55% and 51%
respectively, with corresponding false alarm rates of 48% and 44%, highlighting limitations in their
ability to reliably detect anomalies across varied attack scenarios. These findings revealed how
each model responded to anomalous consumption patterns, laying the groundwork for interpreting
the results of our subsequent experiments with adversarial training methods. These baseline
challenges—particularly the relatively low detection rates and high false alarms—motivated our
investigation into adversarial training as a means to enhance detection performance.

There are instances where the anomaly detection system fails to identify obvious anomalies in
the data. For example, even when a household experiences a significant surge of 100 kW, indicating
an anomalous event, the detection system may overlook it. This failure stems from the prediction
model’s tendency to adapt to anomalous input data, thereby generating predictions that align
closely with these anomalies. Consequently, the prediction model begins to perceive such anomalies
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as the new normal, making them undetectable to the detection system. To address this issue, we
aim to mitigate the model’s tendency to excessively adjust to new data through adversarial training.
By doing so, we seek to restrain the model’s adaptation to anomalous input, thereby enhancing its
ability to identify and flag such anomalies accurately.

When the prediction model’s input contains a higher frequency of anomalous instances, the
predicted values often mirror the behavior of these anomalies. Consequently, false alarms may be
triggered even in the absence of a genuine attack, as the model tends to align with the prevailing
anomalous patterns. This phenomenon results in significant discrepancies between the observed
and predicted values. The proliferation of false alarms can lead to alarm fatigue among users,
diminishing the effectiveness of the detection system. By subjecting the model to adversarial
training, we aim to minimize its reliance on anomalous patterns, thereby reducing the occurrence
of false alarms and enhancing the system’s overall reliability. The baseline performance assessment
served as a vital benchmark for evaluating the impact of adversarial training on model robustness
and anomaly detection capabilities, which we discuss in detail in Section 7.

5.1

Over-generalization is a critical vulnerability in neural networks, where models learn overly
broad representations that fail to distinguish between legitimate and malicious input patterns.
In power grid forecasting, where the input is time-series data dominated by normal household

Over-Generalization in Neural Networks for Power Grid Applications



consumption, over-generalization leads models to incorrectly treat attack-induced anomalies (e.g.,
sudden consumption surges) as normal behavior [25]. This misinterpretation undermines anomaly
detection systems and poses a serious threat in the context of demand manipulation attacks
(MAD attacks). This issue arises because models such as autoencoders and sequence predictors are
designed to learn generalized temporal patterns, but when trained exclusively on normal data, they
often extend these patterns too broadly. Gao et al. show that even structurally abnormal sequences
can be reconstructed with low error due to the model’s strong generalization capacity [13]. Since
these abnormal sequences often superficially resemble normal data, the model treats them as valid,
masking potential anomalies. Song et al. observe similar behavior in predictive models, where both
the encoder and decoder contribute to this failure by accurately processing unseen inputs that fall
outside the training distribution [38]. To address this, Sun et al. introduce memory modules that
anchor reconstructions to prototypical normal patterns, thereby amplifying reconstruction error
for truly novel or attack-induced inputs [39]. Without such constraints, models tend to overfit to
dominant trends and fail to flag deviations—especially when the anomalies are rare or artificially
injected.

To counteract this form of over-generalization, our work introduces a customized adversarial
training procedure with the following key properties:

(1) Targeted Perturbation: We perturb only the last observed input value in the time-series,
which has the highest influence on the model’s forecast. This contrasts with traditional
adversarial training, which perturbs the entire input sequence.

(2) Realistic Perturbation Magnitudes: Perturbations are sampled between 4-13 kW to mimic
real-world activation of high-wattage IoT devices, unlike the static or uniform € used in
typical adversarial examples.

(3) Minimizing, Not Maximizing, Loss: Rather than amplifying the prediction error (as in
conventional adversarial training), we invert the gradient sign to minimize deviation from
the expected (unperturbed) target, encouraging the model to resist anomalous inputs.

(4) Enhanced Learning Signal via SSE: We use Sum of Squared Errors (SSE) instead of MSE
to give greater weight to each adversarial sample during training.

(5) Low-Ratio, High-Impact Training: With only 5% adversarial samples in the training set,
the model gains resilience to high-frequency or high-magnitude anomalies, showing that
carefully designed perturbations can guide the model away from overgeneralization even
under realistic data scarcity.

6 Methodology

In this section, we present an overview of our methodology, covering the creation of attack profiles,
the modified adversarial training process and the justification for perturbing only the last value.

6.1 Attack Profiles for Testing

An attack profile represents a dataset that consists of attack instances and is created by adding
perturbations to the test dataset. We generate 2000 attack profiles using a perturbation model that
randomly chooses the time instances to be injected with extra wattage representing an attack
instance. The following are the steps for generating the attack profiles.

(1) For proportion p, randomly choose the list of indexes I (or timestamps) in the dataframe that
will be treated as attack instances from the entire test dataset D.

I = random(n = length(D),r = length(D) * p) (2)



where n is the total number of indexes in the dataset D, r is the number of attack instances
to select from D and random chooses r values from 0 to n.
(2) Add the perturbation € to the chosen attack instances to create the attack profile D’.

D' =D[I]+e€ (3)

(3) Repeat the above steps for each proportion p € {0.05, 0.1, 0.15, ..., 0.9, 0.95, 1.0}. The value of

€ varies depending on the type of attack being generated. We consider two types of injection

attacks: shift and ramp. In the shift attack, e remains constant across all selected attack

instances and is chosen from the set {1,2,3,...,99,100}. In contrast, for the ramp attack, a

single € value is selected from the set of 100 values, but the injection increases incrementally
within each continuous attack window until it reaches the target injection of €.

The rationale for constructing such attack profiles is to cover different types of attacks, including
point and shift attacks occurring with different frequencies represented by the proportions. Lower
proportions mimic point attacks, assuming that randomly chosen anomalous instances are spread
across the one year of test data. As the proportions increase, the occurrences of these anomalies are
closer to each other, resulting in more continuous and time window-based attacks. By covering a
range of these proportions, we can address different types of attacks along with different intensities
represented by the adders. For ramp attacks, this construction enables the simulation of gradual
and progressive injections, where magnitude increases over time instead of appearing suddenly.
Such profiles reflect more subtle adversarial behavior intended to evade detection by resembling
typical consumption patterns. While our primary focus is on presenting results using shift attacks,
we include a separate section on ramp attacks to demonstrate that detection performance remains
comparable, while also highlighting key distinctions between the two attack types.

6.1.1  Attack Effect on Power Grid. The attack profiles are generated for a single household to enable
edge detection of MAD attacks. When scaled to multiple households in the same geographical
area, synchronized device switching can disrupt grid operations, causing line failures, increased
operating costs, or even blackouts [37]. We perform three attack variations on the WSCC 9-bus
system, mimicking different proportions of anomalous data: point anomalies, frequent occurrences,
and profiles where all values are anomalous (i.e. p = 1.0). Using the PowerWorld simulator, we
assess the frequency instability caused by each attack under a worst-case scenario of low inertia
(inertia constants (H) for generators 2 and 3 is 5s and 10s respectively) and a 30% load increase
as performed in [37]. Although the household dataset uses minute-level data and the simulator
operates in seconds, we align the time units for consistency. Each attack increases the load by 30
MW, representing the load increase of a power grid (multiple households). Figure 2 shows the impact
of three attacks, each initiated during stable grid operation. The point attack causes frequency
disturbances but remains within the safe frequency range (58.2Hz to 61.2Hz [12]). Increasing the
frequency of the attack, as seen in the second variation, also allows the frequency to stabilize
after disturbances but leads to higher operating costs. The third attack, with a sustained increase,
causes a generator failure due to frequency dropping below 58.2Hz. If high-frequency attacks go
undetected, they can increase operating costs and therefore, detecting such attacks is crucial.

6.2 Adversarial Training of Prediction Models

To incorporate adversarial training into the selected prediction models, we utilize three prominent
adversarial attack generation techniques: Fast Gradient Sign Method (FGSM) [15], Basic Itera-
tive Method (BIM) [22], and Projected Gradient Descent (PGD) [27]. These techniques generate
adversarial inputs, which are then used to train the prediction models. Through this process,
the models become more adept at recognizing and mitigating the effects of adversarial inputs,
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Fig. 2. Load increase performed using three types of attacks (left) and frequency response to each attack
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thereby improving their overall robustness and reliability. The perturbation added to the input
data is randomly selected from a range between 4 kW and 13 kW, simulating the activation of a
high-wattage household device [37]. We introduce three key adaptations to traditional adversarial
training methods, tailored to the time-series power consumption prediction task:

(1) Targeted Perturbation of the Input Sequence: Instead of perturbing all time steps
as in standard approaches, we modify only the final observed power consumption value
in the input sequence, keeping the preceding 59 values unchanged. The input becomes
[X:—60, X¢—59, - . ., Xr—2,%,_; ], where x” is the perturbed value. This localized strategy sharpens
the model’s response to sudden anomalies, limits overgeneralization, and enables simpler
models like MLP to reach robustness comparable to CNN-LSTM.

(2) Realistic and Interpretable Perturbation Magnitudes: Rather than using a fixed epsilon,
we inject domain-relevant perturbations (4-13 kW) that mimic high-wattage IoT device
activation. Only 5% of the training data is perturbed to balance robustness and generalization,
preventing overfitting. These adversarial examples are constructed by minimizing prediction
error (unlike typical loss-maximizing strategies), with targets set to the true, unperturbed
values—enhancing interpretability and real-world relevance.

(3) Loss Function Adjustment and Sample Emphasis: To emphasize learning from rare
but impactful adversarial instances, we replace Mean Squared Error (MSE) with Sum of
Squared Errors (SSE), which assigns greater weight to high-error samples. Even with only
5% adversarial examples, this helps the model generalize to both simulated attacks and real
anomalies, without overfitting to adversarial data alone.

All three prediction models (MLP, LSTM, CNN-LSTM) are trained with FGSM, BIM, and PGD
adversarial examples using these adaptations and are evaluated against their non-adversarial
counterparts and each other. We have made the trained models, along with a sample usage script,
available online!.

6.2.1 Fast Gradient Sign Method (FGSM). The Fast Gradient Sign Method (FGSM) [15] is a straight-
forward yet potent adversarial attack technique commonly employed to generate adversarial
examples for neural networks. It perturbs the input data by taking a small step in the direction of

Ihttps://github.com/crisp-du/pgad/



the gradient of the loss function with respect to the input, while ensuring that the magnitude of
the perturbation is bounded. Mathematically, the FGSM attack can be expressed as follows:

Xadv = X + € - sign (V. J (X, Ytrue)), (4)

Here, x,4y represents the adversarial example, x denotes the original input, € signifies the
perturbation magnitude, (V,J(x, yirue)) denotes the gradient of the loss function J with respect to
the input x, yiue denotes the true label associated with the input x, and sign(-) denotes the sign
function, which extracts the sign of its argument.

In our context, we aim to construct an adversarial input that minimizes the loss compared to
the observed consumption at time ¢, thus inverting the sign before €. Therefore, we modify the
FGSM equation such that only the most recent consumption (60" input observation as shown in
Algorithm 1) is perturbed:

X;_y = x¢-1 — € - sign(Vx J (X, yr)), 5)

Here, X represents the entire input series consisting of consumption values in the last 60 minutes

(from time ¢ — 1 to t — 60). The steps carried out to apply FGSM to obtain the adversarial data for
training is described in Algorithm 1.

6.2.2 Basic lterative Method (BIM). The Basic Iterative Method (BIM) [22], also known as the
iterative FGSM, is an iterative variant of the FGSM. It applies the FGSM multiple times with smaller
step sizes, aiming to generate stronger adversarial examples. We modify the equation for BIM with
the goal of decreasing the loss compared to the observed consumption.

X;_1,41 = clipe (x;_y; — a - sign(VxJ (X[, yr))), (6)

Here, x;ﬂ!i represents the adversarial example at iteration i for the most recent time stamp ¢ — 1,

a denotes the step size of each iteration, and clip_(.) denotes the function that clips the values of
the argument to be within a range of € around the original input.

6.2.3 Projected Gradient Descent (PGD). The Projected Gradient Descent (PGD) is an iterative
optimization method used to generate adversarial examples, and it is an extension of the BIM
technique. PGD iteratively applies small perturbations to the input data, and the resulting adversarial
example is projected back into the ball of the original input using a projection function. Similar to
FGSM and BIM, the goal of PGD is to minimize the loss compared to the observed consumption
and therefore, we modify it as follows.

Xp_1ie1 = Proje(xp_y; — a - sign(VxJ (X, yr))), 7

In this equation, x;_, ; represents the adversarial example at iteration i for the most recent time

stamp t — 1, o denotes the step size of each iteration, and proj_(.) represents the projection function
that constrains the adversarial example within a specified e-neighborhood of the original input.

6.3 Justification for Perturbing the Last Observed Value

Building on the three key adaptations introduced in Section 6.2, this section details and justifies our
approach of applying localized perturbations—specifically to the last input value—during adversarial
training for time-series prediction models.

Traditional adversarial training often perturbs the entire input sequence, which can lead the
model to internalize adversarial patterns as normal, reducing detection performance. In contrast,
our method perturbs only the final input value in the sequence, leveraging its stronger influence
on the model’s output due to the temporal nature of forecasting. This localized perturbation helps



Algorithm 1 Fast Gradient Sign Method (FGSM)

1: function FGSM(model, x, y, chosen_inds, €)

2 using GradientTape context manager to record operations:
3 predictions < model(x, training = True)

4 loss « sum_of_squared_error(y, predictions)

5 gradients « compute gradients using ([oss, x)

6 signs < sign(gradients[chosen_inds, 60])

7 x_adv «— x

8 x_adv[chosen_inds, 60] « x_adv[chosen_inds, 60] — € * signs
9 set any negative values in x_adv to 0

10: return x_ado

11: end function

the model interpret such deviations as anomalies rather than adapting to them, thereby preserving
its ability to detect unexpected consumption patterns. This strategy also reflects the nature of real-
world anomalies, which typically manifest as abrupt spikes or drops in power consumption—such
as from switching high-wattage IoT devices (e.g., water heaters, air conditioners, EV chargers)
on or off—rather than gradual shifts. By modeling perturbations ranging from 4 kW to 13 kW,
we enhance both the realism and interpretability of the training process. Additionally, preserving
earlier time steps ensures that the adversarial signal is temporally localized, maintaining sequence
integrity and reducing the risk of false negatives.

From a computational standpoint, limiting perturbations to a single time step reduces training
overhead and enables even simple models like MLP to achieve robustness comparable to more
complex architectures like CNN-LSTM. Training with just 5% adversarial samples using this method
proves sufficient for resilience against stronger attacks. Finally, we replace the Mean Squared Error
(MSE) loss with the Sum of Squared Errors (SSE) to further emphasize adversarial samples during
training, making the optimization process more focused. As demonstrated in Section 7, this approach
improves detection of both high-frequency and subtle anomalies without increasing false alarm
rates—crucial for robust anomaly detection in smart grid systems.

7 Results

In this section, we delve into the results of adversarially trained models, examining their per-
formance, adjustment behavior, and explore adversarial training results when predetermined
perturbations are used.

7.1 Detection and False Alarm Rates

We use two metrics, detection rate (DR) and false alarm rate (FAR), to evaluate the performance of
the anomaly detection system before and after the adversarial training. Detection rate measures
the proportion of anomalous instances that are correctly identified and it is also known as the
true positive rate or recall. False alarm rate measures the proportion of normal instances that are
incorrectly classified as anomalies and it is also known as the false positive rate. To evaluate the
performance of these metrics, we use the attack profiles generated using the perturbation model
described in Section 6.1

When the prediction model is trained on normal data without adversarial training, certain attack
profiles evade detection by the anomaly detection system. Specifically for MLP, as the frequency
of attacks increases, the detection and false alarm rates deteriorate. The results for the original
MLP model are depicted in the top two plots in Figure 3. Similarly, there are problematic areas for
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Fig. 3. Comparison of detection and false alarm rates between original and FGSM trained MLP models

LSTM and CNN-LSTM as well. Both exhibit poor performance in detection and false alarm rates for
high-frequency and low-intensity attacks, i.e., the bottom-right corner of the heat map plots, which
represent high-frequency attacks ranging from 70% to 100% and low-wattage injections ranging
from 0 kW to 20 kW.

However, when all three models undergo adversarial training, the detection and false alarm
rates across different attack profiles improve significantly. As shown in Figure 3, MLP exhibits a
substantial increase in detection rates as well as a significant drop in false alarm rates across various
attack profiles, indicating better performance with adversarial training. This detailed performance
improvement for MLP across attack profiles is reflected in the overall performance, as seen in
Figure 4, particularly when BIM and PGD are used. LSTM also shows improvement when FGSM
is used, as depicted in Figure 4. However, when LSTM is adversarially trained using BIM or PGD,
it results in a drop in the performance of the detection rates. The types of attack profiles that
experience performance degradation when using BIM are those with higher wattage injections
(top-right corner of the heat map plots). Conversely, for PGD, if there is a mixture of normal and
anomalous instances, the detection model struggles to correctly recognize the attack instances.
There is a notable improvement in false alarm rates for BIM, while false alarm rates for PGD also
improve, except in cases of high-frequency attacks with high wattage injections. As for CNN-
LSTM, adversarial training has not significantly improved its detection performance, as the original
CNN-LSTM itself achieves a high detection rate, leaving less room for improvement.

A prevalent issue with the performance of the original models, lacking adversarial training,
arises in the case of high-frequency and low-intensity attacks (bottom-right corner of the heat
map). Even the best-performing model, CNN-LSTM, struggles to detect this category due to the
challenge of distinguishing small injections from normal increases in consumption. Following the
adversarial training process, as observed in Table 3, improvements have been observed in this area
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Table 3. Detection rate (DR) and false alarm rate (FAR) for high frequency (>70%) and low wattage injection
(<20 kW) attacks by prediction model and training type

Training MLP LSTM CNN-LSTM
Type DR | FAR DR | FAR | DR FAR
Original | 0.2843 | 0.8514 | 0.500 | 0.5224 | 0.6134 | 0.3588
FGSM 0.8918 | 0.0328 | 0.9419 | 0.0490 | 0.6312 | 0.4142
BIM 0.8911 | 0.0313 | 0.9285 | 0.0448 | 0.6300 | 0.4127
PGD 0.8983 | 0.0243 | 0.6913 | 0.4973 | 0.6620 | 0.3618

for MLP and LSTM, leading to a simple model like MLP to outperform a model like CNN-LSTM.
Although there is a slight improvement in detection rates for CNN-LSTM, it results in an increased
false alarm rate.

7.2 Model Adaptation to Attack Instances

When utilizing the original prediction models without adversarial training, we encounter a notable
challenge in the anomaly detection process. Specifically, the performance of MLP and LSTM models
is affected by their tendency to generalize excessively to unfamiliar data. Consequently, even in
scenarios where an unrealistic amount of wattage is injected from a single household, the detection
model fails to identify this anomaly. This is attributed to the prediction model adjusting to the
perturbed input and generating predictions that align with the unrealistic input. Moreover, as the
frequency of such injections increases, the prediction model begins to perceive them as the new
norm, exacerbating the issue. While it is desirable for the prediction model to adapt to certain
changes, such as seasonal fluctuations, accommodating unrealistic values presents a challenge.
Achieving a balance between generalization and overfitting properties is crucial for effectively
leveraging these complex time series models.

In addressing the issue of over-generalization as explained in Section 5.1, we examine how
adversarial training influences the prediction model’s response. Figure 5 illustrates the prediction
responses of the original prediction model and the adversarially trained MLP models. Notably, a 12
kW injection occurs from 3:00 AM to 6:00 AM, representing a prolonged shift attack. We observe
that the initially trained MLP model swiftly adjusts to this surge, albeit taking some time to stabilize.
Consequently, the difference between the predicted and observed responses is low, resulting in a
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Fig. 5. Comparison of the prediction responses of the original and adversarially trained MLP models to a
prolonged shift attack, injecting 12 kW, indicative of a high-wattage device, over a three-hour duration

low anomaly score. Thus, the threshold fails to flag this attack window as anomalous. However,
after subjecting the MLP model to adversarial training using FGSM, BIM, and PGD, we observe
resistance to immediate scaling to such high values. This behavior enables us to discern the gap
between the predicted and observed consumption, facilitating the identification of this window as
anomalous.

7.2.1  Prediction Range Comparison. To investigate the factors that contribute to the restriction
in adjusting to larger injections and to determine if this behavior is consistent across different
wattage injections, we analyze the prediction value range of both the original and adversarially
trained models for MLP, LSTM, and CNN-LSTM. For MLP, we observe that the original model
scales the values in response to increasing injected wattage ranging from 1 kW to 50 kW in the
input data. The maximum prediction reaches up to 50 kW, aligning with the observed injections
in the input data. Similarly, the original LSTM model exhibits a comparable behavior, although
it scales less aggressively than MLP, reaching a maximum of approximately 14 kW. In contrast,
CNN-LSTM does not exhibit significant adjustment without adversarial training, owing to CNN’s
inherent property of translation invariance. It reaches a maximum of around 8 kW when subjected
to translations in the input. Upon subjecting all three models to adversarial training, we observe
a compression in the prediction range to under 5 kW for both MLP and LSTM, while the range
remains unchanged for CNN-LSTM. Adversarial training effectively constrains the prediction range,
preventing over-generalization of the models to the input data.

7.2.2  Prediction Error Comparison. The prediction errors undergo a notable reduction for MLP
and LSTM models. The root mean squared errors (RMSE) of predictions made by the original and
adversarially trained models are presented individually in Table 4. Specifically, the MLP model
exhibits an RMSE of 20.42 on attack data, reflecting its adjustment to anomalous instances. Following
adversarial training, the RMSE experiences a substantial decrease to approximately 1, with BIM
yielding the lowest error. Similarly, LSTM also undergoes a significant reduction in RMSE after
adversarial training. However, for CNN-LSTM, there is no considerable reduction observed, with
the RMSE remaining around the same value as that of the original model. Figure 6 depicts the
box plot illustrating the differences between the predicted and observed values generated by both
the original and adversarially trained models. After subjecting MLP and LSTM to adversarial
training, we observe the distribution of differences being compressed closer to zero, indicating
an improvement in prediction accuracy. However, CNN-LSTM has no significant changes in the



Table 4. Prediction error (RMSE) of the original and adversarially trained models on attack data

Model Original | FGSM | BIM | PGD
MLP 20.42 0.9123 | 0.9121 | 1.1497
LSTM 8.0339 1.2076 | 0.8658 | 0.9630
CNN-LSTM 0.3285 0.3318 | 0.3316 | 0.3366
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Fig. 6. Comparison of the differences between predicted and observed values between the different adversarial
attack techniques

distribution of these differences. An interesting observation across all models is the tendency to
under-predict after adversarial training. This suggests a preference for widening the gap between
the observed and predicted values, facilitating the detection of certain attacks. However, this
behavior introduces a new challenge of managing false positives, particularly when surges in
consumption occur due to genuine customer behavior.

7.3 Adversarial Training using Predetermined Perturbations

Neural networks like LSTM and CNN-LSTM excel in time series prediction due to their ability
to leverage historical data effectively. However, their computational complexity poses challenges,
particularly in scenarios requiring real-time or edge computing applications where computational
resources are limited. Adversarial training further compounds this challenge by increasing training
and prediction times. As we transition towards edge computing, the demand for lightweight
detection models grows, particularly in domains like power consumption monitoring, where smart
meters operate autonomously within households. However, achieving adversarial robustness in
such models often comes at the cost of increased computational overhead. To address this, we
investigate into the efficacy of training models on predetermined random perturbations, contrasting
it with the traditional approach of computing gradients during training. This hypothesis aims to
shed light on how such an approach impacts detection performance compared to adversarially
trained models.

7.3.1 Introducing Random Perturbations. To validate our hypothesis, we employ a methodology
where we introduce random perturbations ranging from 4 kW to 13 kW to the last observation
of the input data. This perturbation, applied to a selected proportion (5%) of the training dataset,
creates a mixture of normal and adversarial instances. By training the model on this modified
dataset, we eliminate the need for gradient monitoring during training, thereby accelerating the
process. Once trained, we utilize the resulting prediction model for anomaly detection, evaluating
its performance against traditional models trained with gradient-based methods. This streamlined
approach aims to provide insights into the effectiveness of using predetermined perturbations for
model training, particularly in scenarios where computational resources are constrained.
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Fig. 7. Percentage improvement of the adversarially trained models over the original prediction model

7.3.2  Performance Improvement. We employ the same set of test attack profiles to assess the
performance of the model trained with random perturbations. Figure 7 illustrates the percentage
improvement achieved by different adversarially trained models, including the one trained with
random perturbations, over the original prediction model that lacked adversarial training. Our
analysis reveals noteworthy enhancements in the detection rate of MLP with the random pertur-
bation model, demonstrating competitive improvements in both detection and false alarm rates
compared to traditional adversarially trained models. Similarly, the random perturbation model
exhibits improvements with LSTM, albeit to a lesser extent compared to FGSM, which shows the
highest improvement. These findings seem to align with random perturbations as an alternative
training strategy, particularly in scenarios where traditional adversarial training may not yield
significant enhancements. Interestingly, for CNN-LSTM, we observe a deterioration in performance
when utilizing the random perturbation model, in contrast to the marginal improvements observed
with other adversarially trained models.

While the observed improvements with the random perturbation model are intriguing, we delve
deeper into its performance across the 2000 individual attack profiles to gain a comprehensive
understanding. Upon closer examination, we find a consistent and significant improvement in
performance across a majority of attack profiles. The detection rates remain consistently high,
while the false alarm rates range from low to moderate for most profiles. However, certain areas
present challenges for this model. For instance, the LSTM model struggles to detect high-frequency
and high-intensity attacks, which are particularly aggressive. Surprisingly, even a 100 kW injection
in approximately 80% of the data goes undetected, highlighting a notable limitation of the model.
Similarly, CNN-LSTM encounters difficulties with attack profiles characterized by high frequency
and low intensity, where it fails to detect obvious deviations in consumption patterns. These
findings underscore the nuanced performance of the random perturbation model, demonstrating
its possible effectiveness across a range of scenarios while also revealing areas that warrant further
investigation and refinement.

8 Key Findings
In this section, we summarize the key findings from the results discussed in the previous section.

1. Increasing complexity of adversarial training does not guarantee better performance. This obser-
vation is evident in the case of the LSTM model that showed poorer performance with BIM and
PGD compared to FGSM. Similarly, adversarial training did not consistently enhance performance,
as seen with the LSTM model under BIM and PGD and the CNN-LSTM model under FGSM.

2. Simpler models can match the performance of a complex model through adversarial training.
Without adversarial training, models struggled with detecting high-frequency and low-intensity



attacks. Through adversarial training, MLP showed significant improvement (DR: 89%, FAR: 30%)
compared to CNN-LSTM (DR: 63%, FAR: 40%), highlighting the benefits of adversarial training on
simpler models.

3. Controlling the adjustment property of a prediction model has a direct impact on the detection
model’s performance. The original models performed poorly without adversarial training due
to their generalization properties, which caused them to overlook attack instances. Adversarial
training aimed at limiting this adjustment improved anomaly detection by reducing prediction
errors, constraining prediction ranges, and enhancing model robustness to input perturbations.

4. Effectiveness of an adversarial training method varies with prediction model’s architecture. MLP
and CNN-LSTM performed better with increased complexity from FGSM to PGD, while LSTM
performed better with FGSM and worse with BIM. MLP also performed well with random pertur-
bations, unlike CNN-LSTM, whose performance deteriorated compared to traditional adversarial
techniques.

9 Discussion

In this section, we extend our evaluation to include additional datasets, a wider range of performance
metrics, and ramp-based attacks to assess the consistency and generalizability of our approach.
These analyses offer deeper insight into how adversarial training performs across varied conditions
and highlight areas for further refinement. We also discuss the implications and limitations.

9.1 Assessment Across Multiple Datasets

To evaluate generalizability beyond the UCI dataset (Dataset 1 [16]), we assess model performance
on two additional real-world datasets—Mexico (Dataset 2 [1]) and iFlex (Dataset 3 [17])—which
vary in sampling rates, household behavior, and regional conditions. Detection rate (DR) and false
alarm rate (FAR), averaged over all attack profiles, are summarized in Table 5.

Consistent with Dataset 1, adversarial training significantly improves MLP performance on
Datasets 2 and 3, boosting detection rates while reducing false alarms. CNN-LSTM continues
to exhibit strong performance even without adversarial training, showing minimal room for
improvement. LSTM mirrors earlier findings where adversarial training occasionally degraded
performance—particularly under BIM and PGD training. Similarly, while CNN-LSTM retains high
detection rate, adversarial training slightly increases FAR in some cases, as previously observed.

Overall, performance trends are highly consistent across datasets, especially in terms of which
models benefit from adversarial training. To statistically validate this, we apply the Kruskal-Wallis
test on the AUC scores from Table 5. We choose the Kruskal-Wallis test as it is a non-parametric
method suitable for comparing multiple independent groups without assuming normal distribution
of the data. The result confirms no significant differences in performance across datasets (H = 2.06,
p = 0.36), suggesting that adversarially trained models maintain robust and comparable detection
performance across varied data conditions.
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Table 7. Average precision and Wilcoxon signed-rank p-values across 11 quarterly models. Statistically
significant differences (p < 0.05) are marked with *.

Model Average Precision | Wilcoxon p-value (vs. Original)
MLP (Original) 0.4825 -
MLP (FGSM) 0.5992 0.00098*
MLP (BIM) 0.5992 0.00098*
MLP (PGD) 0.5361 0.00293*
LSTM (Original) 0.5888 -
LSTM (FGSM) 0.7673 0.00293*
LSTM (BIM) 0.7502 0.00488*
LSTM (PGD) 0.6537 0.24023
CNN-LSTM (Original) 0.8923 -
CNN-LSTM (FGSM/BIM/PGD) 0.8913 0.76465

9.2 Performance Evaluation Using Additional Metrics

Beyond detection rate (DR) and false alarm rate (FAR), we report additional evaluation met-
rics—precision, F1-score, and AUC in Table 5 to better assess the trade-offs between true and
false positives in anomaly detection. These findings reinforce earlier observations that adversar-
ial training enhances performance—especially for simpler models—without degrading precision.
Additionally, we perform a sliding window evaluation across 11 sequential models to verify the
consistency of improvements from adversarial training. Each model is trained on a three-month
interval and tested on the following month using the UCI dataset (Dataset 1) spanning three years.
We calculate precision on each test set and compare the distributions between the original and
adversarially trained models using the Wilcoxon signed-rank test—a paired, non-parametric test
suited for time-evolving metrics. Table 7 presents the average precision values across the eleven
models, along with p-values indicating statistically significant improvements for all adversarially
trained models compared to the original. For MLP, improvements are observed across all adversarial
training methods. Similarly, LSTM shows consistent gains except in the case of the PGD-trained
model, which does not show a statistically significant improvement. For CNN-LSTM, changes
are minimal, aligning with its already strong baseline performance. These findings align with the
performance trends previously observed when using the entire dataset.

9.3 Robustness Against Ramp-Based Attacks

To evaluate robustness against more gradual, time-continuous anomalies, we assess model per-
formance under ramp attacks. Unlike shift attacks that add a constant perturbation, ramp attacks
introduce incremental additions across a continuous window, simulating stealthier, more realistic
manipulation scenarios. Table 6 shows precision, F1-score, recall, false alarm rate and AUC under
ramp attacks for all models and training configurations across the three datasets.

Adversarial training improves detection performance compared to the original models in most
cases. However, when comparing ramp performance to the corresponding shift results (in Table 5),
we observe noticeable drops in recall and F1-score across most models, especially under adversarial
training. Precision, in contrast, remains relatively stable, indicating the models are missing more
anomalies but not increasing false positives.

MLP exhibits the largest overall degradation under ramp attacks, with MLP-FGSM showing F1-
score drops ranging from 0.1189 to 0.1644 across datasets. CNN-LSTM also experiences significant



Table 8. Recall difference (Shift — Ramp) across proportion ranges for selected cases

Model/Training/Data | 0-30% | 35-75% | 80-100%
CNN-Original-D1 0.01 0.16 0.30
LSTM-FGSM-D2 0.01 0.08 0.18
MLP-BIM-D3 0.02 0.17 0.31
MLP-PGD-D2 0.02 0.19 0.33

recall and F1 declines, though its precision remains largely unaffected. LSTM models show mixed
results—original versions remain stable, but adversarial variants vary in effectiveness.

To understand why ramp attacks reduce recall, we analyze selected model-dataset combinations
across three injection proportion ranges (0-30%, 35-75%, and 80-100%). Table 8 shows that recall
differences are minimal at low frequencies (<0.02) but increase substantially with higher injection
proportions, reaching up to 0.33. This is due to smaller stepwise perturbations at higher frequencies,
which are harder for the model to distinguish from normal fluctuations. These findings highlight the
challenge of detecting high-frequency ramp attacks and emphasize the need to evaluate detection
robustness not only by attack type, but also by injection intensity and frequency.

9.4 Implication and Limitations

By fortifying the prediction models against adversarial attacks, the overall security of anomaly
detection systems in power grids can be significantly improved. This ensures that the systems are
more resilient to demand manipulation attempts by malicious actors, thereby safeguarding critical
infrastructure. Before adversarial training, models had difficulty in detecting low wattage and more
frequent attacks (types 2 and 3 in Figure 2) that either lead to increased operating costs or even a
generator failure due to frequency instability. By limiting the models from adjusting to attack data,
we are able to increase the gap (or the difference) between the predicted and observed consumption
values when there is an ongoing manipulation attack. This gap is then eventually captured by the
anomaly score, leading to higher scores that are above the threshold, thus aiding in detecting such
high frequency attacks. The false alarm rates are also significantly reduced because of the adjusting
property being handled during adversarial training. Perturbing only the last input time step enables
detection of various types of attacks, ranging from point to more continuous forms.

9.4.1 Efficiency in Model Development. For a simple neural network model like MLP, we observe a
significant improvement in the overall detection rate across different profiles by about 70% and a
reduction in the false alarm rate by about 90% for all adversarial training methods. Similarly, we
observe an improvement in the LSTM model when using the FGSM training method. However,
the adversarial training method demands more time and resources during the prediction and
training processes. The similarity in performance between randomly trained and adversarially
trained models suggests that complex adversarial training techniques may not always be necessary
to achieve robust anomaly detection, especially for simpler neural network models. This makes
anomaly detection more accessible to a wide range of applications, including edge detection, which
demands cost-effective solutions. Table 9 presents the memory usage and prediction time for each
model. MLP is the most efficient, using the least memory and delivering predictions 50% and 30%
faster than LSTM and CNN-LSTM, respectively, in batch mode. Its lightweight nature makes it
ideal for real-time, edge computing applications.

9.4.2 Limitations. While adversarial training improves resilience against many attack profiles,
it is still limited in its ability to adaptively steer the model’s internal behavior. The process is



Table 9. Run-time memory of a loaded model and time for a single prediction

Model Memory when loaded | Prediction time
MLP 0.067 MB 0.014 s
LSTM 9.909 MB 0.017 s
CNN-LSTM 12.240 MB 0.019's

externally driven focusing on perturbing inputs rather than being guided by a more controlled
adjustment of the model’s decision boundaries or temporal reasoning strategies. Both ramp and
shift attacks at high frequencies with small magnitude injections remain especially challenging-
their subtlety often makes them nearly indistinguishable from normal fluctuations in power usage.
This can lead to a consistent under-detection of such attacks, especially in models that rely heavily
on local deviations. To better handle these scenarios, future models should be designed to reason
over temporal windows more globally, capturing cumulative changes rather than reacting only to
instantaneous shifts. For example, a model could learn to assess whether the total increase across a
short time span exceeds a meaningful threshold, even if individual steps are minor. In addition,
developing simulation pipelines or generative models to produce more realistic attack sequences
could provide richer adversarial examples for training and testing. Finally, integrating this detection
framework into a real-time system introduces further challenges—especially around early detection.
Subtle attacks may evolve slowly yet cause significant deviation, highlighting the need for models
that balance sensitivity, specificity, and rapid response—an important direction for future work.

10 Conclusion

In conclusion, this paper has explored the effectiveness of adversarially robust prediction models
for anomaly detection in power consumption data. Through the integration of modified adversarial
training techniques, including the Fast Gradient Sign Method (FGSM), Basic Iterative Method
(BIM), and Projected Gradient Descent (PGD), we have demonstrated the potential to enhance
the resilience of anomaly detection models against adversarial attacks, by controlling the over-
generalization property of the neural network prediction models. Our findings underscore the
importance of incorporating adversarial training with a specific objective within the development
of anomaly detection models for power grids. By exposing the model to carefully crafted adversarial
examples during training, we can improve its ability to identify and mitigate anomalous patterns,
thereby bolstering the security and reliability of critical infrastructure. Furthermore, our study
highlights the need for ongoing research and development efforts to advance the state-of-the-art
in adversarially robust anomaly detection methods, particularly in the context of modern power
grid environments. Moving forward, future work should focus on refining adversarial training
and exploring novel approaches to enhance the robustness of anomaly detection models against
evolving cyber threats, by considering the over-generalization problem. Additionally, there is
a need for comprehensive evaluation frameworks to assess the effectiveness and scalability of
adversarially trained models in real-world deployment scenarios. By addressing these challenges,
we can contribute to the development of more secure and resilient smart grid systems capable of
withstanding adversarial attacks.
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